July 27, 2020

Ministry of Internally Displaced Persons from the Occupied Territories, 
Labour, Health and Social Affairs of Georgia

The Plan of actions performed and to be carried out by the Ministry, in response to the undertaken obligations to ensure the proper protection of personal data within the framework of the Emergency COVID-19 Response Project financed by the World Bank (WB IBRD 9113-GE) and the Asian Infrastructure Investment Bank (AIIB L0388A), and in connection with the recommendations of the personal data protection by the State Audit Office in 2018.

NB. It should be noted that the recommendations of 2019 of the State Audit Office is also mentioned in the dated covenant of the loan agreement, although its conclusion does not imply the guidelines for the protection of personal data and it is purely financial in its nature. Appropriately, this action plan includes only the recommendations of theState Auditof 2018.

It is noteworthy that the guidelines only referred to the Social Service Agency, however, the Ministry's approach to Personal Data Protection is the same in all of the cases.


	N1
	Recommendation:
The Agency, as a subject of a critical information system shall ensure the development and implementation of an information security management system following the applicable legislative provisions.

	Activities:
	Scope
	Deadlines

	1.1
	Complete the ongoing reorganization of the Social Service Agency;
	The reorganization has begun to create new positions responsible for the development of Information Security Systems
	IV quarter of 2020

	1.2 
	Make the necessary changes to the staffing list of the Social Service Agency;
	Add one position of the Information Security Manager and one for the Personal Data Protection Inspector;
	IV quarter of 2020

	1.3
	Search for the qualified personnel for the Social Service Agency;
	Vacancy announcements on the website of the Civil Service Bureau in accordance with the applicable law, due to which any citizen of Georgia will be able to apply for the posted vacancy online;
	I quarter of 2021

	1.4
	Recruit the qualified employees by the Social Service Agency;
	Undertake the necessary procedures for the selection of employees in line with the applicable law.
	I-II quarters of 2021

	1.5
	Create the Information Security Council.

	The Information Security Council will be comprised by Information Security Manager, Key, Sectoral or Directional Managers, who in coordinatation with the LEPL Data Exchange Agency will develop a policy document for the Information Security Management System and will take all necessary measures following the Law of Georgia on “Information Security” and other relevant legislation.
	III quarter of 2021

	1.6
	1.6.1 Maximum identification of risks in the agency's business processes

1.6.2 Development of an appropriate Information SecurityManagement System policy document.
	
	III-IV quartersof 2021


I-II quartersof 2022

	1.7
	Implementation of procedures, approved by the Information Security Management Policy, in practice.
	
	III-VI quartersof 2021


	N2
	Recommendation:

Develop policies and procedures for accessing information and determining data access privileges;

	Activities:
	Scope
	Document number of completed activity

	2.1 
	The specific persons responsible for access to information and privileges were defined by the Legal Administrative Act of the Director of the Social Service Agency


	Only those persons specified in the Act have the right to work in databases and are responsible for the purpose and extent, safetyand meeting the requirements of Articles 16-18 of the “Personal Data Protection Law”. 
	November 14, 2018 N04-721 / O

The total number of users is 1610, and the number of people who determine which employee has access to which data is 90 people.

	N3 
	Recommendation:

Embed an effective structure for User Activity Monitoring System;

	Activities:
	Scope
	Deadlines,
Document number

	3.1 
	The procedures for monitoring the actions taken by the users will be envisaged in the document of the information security management system 
	Improved procedures of the User Activity Monitoring will be introducedinto the system.

	II quarter of 2022

	4
	Recommendation

Provide continuous technical support to Security Information Systems utilized in the business process;

	Activities:
	Scope
	Deadlines,
Document number

	4.1 
	The corporate antivirus (nod 32) is currently installed on the main part of the Agency's computers.
	
	The first quarter of 2018

	4.2 
	Upgradethe existing computer technologies.
	Pursuant to the requirements of the Law of Georgia on Public Procurement and considering the financial resources funded to the Agency by the Law on the State Budget,the computers will be purchased in stages.
	Gradually (stage by stage) in 2021-2023

	5
	Actions taken by the Ministry beyond/in addition to the State Audit under the aspect of the Personal Data Protection



	5.1 
	Memorandums have been concluded
	Obligations related to personal data included in the Memorandum
	Date

	
	A) Memorandum of Understanding between LEPL - Center for Coordination and Emergency Rescue Service and LEPL - State Employment Promotion Agency


	Share the list of persons providing medical services within the framework of the State Program "Village doctor" of the State Health Program 2020approved by N674 Resolution of the Government of Georgia dated December 31, 2019, under theState Targeted Mitigation Program of the Novel Coronavirus (SARS-COV-2) Infection (COVID - 19) outbreak.  
This shared list shall be used only for the purposes set out in the Memorandum. No third parties shallhave an access to the information provided by the Center.
	May 25, 2020

	
	B) Memorandum of Understanding between LEPL Revenue Service andLEPL State Employment Promotion Agency on cooperation over the course of theState Targeted MitigationProgram implementation caused by the novel Coronavirus (SARS-COV-2) infection (COVID-19) outbreak
	The Service shall ensure the organization of information about individuals covered by the State Targeted Mitigation Programcaused by the novel Coronavirus (SARS-COV-2) (COVID-19)infectionaccording to the existing databases and its submission to the Agency.It shall prevent the transfer of information received to the third parties or any other form of information disclosure, except as otherwise provided by the applicable law.Otherwise, the full responsibility shall be assumed by the Agency;
It is forbidden to make any amendments and/or corrections to the data provided by the Office;
	May 14, 2020

	
	C) Memorandum of Understandingbetween LEPL - "Social Service Agency" and LEPL - "State Employment Promotion Agency"
	The parties are obliged not to disclose the confidential information of the other party, obtained as a result of the cooperation. Information disclosure shall not be considered as a breach of confidentiality, only if it is required by the law or any act,by virtue of the law, issued by any entities of the government.
	May 7, 2020

	
	D) Memorandum between LEPL - Public Service Development Agency, LEPL - Data Exchange Agency, the Ministry of Internally Displaced Persons from the Occupied Territories, Labor, Health and Social Affairs of Georgia (represented byMikheil Janiashvili, Head of Information Technology and Analytics Department) and LEPL - State Employment Promotion Agency 
	On the provision of information about individuals (legal entities) in the electronic database of the Public Services Development Agency to LEPL - State Employment Promotion Agency.

Public Services Development Agency is obliged to: 
Ensure the consistency between the information provided to the Data Exchange Agency and secured in the Agency's electronic database;
Prevent the transfer of information received from the Employment Agency, or any other accessibility to the third parties (except for the cases immediately provided by law), both in the course of the contract and after its termination.

The Ministry is obliged to:
Ensure the confidentiality and security of information received and sent under the scope of the contract.

The data exchange agency is obliged to:
Ensure the confidentiality and security of information received and sent by the data exchange infrastructure.

LEPL - State Employment Promotion Agency is obliged to: 
Preventthe third parties access to the Agency's database, transfer of the information received from the Agency to third parties, procession/systematization and/or other accessibility (except for the cases immediately provided by law), both in the course of the contract, and  after its expiration.

	May 14, 2020

	
	E) Memorandum between LEPL - State Employment Promotion Agency and the Ministry of Internal Affairs of Georgia and LEPL – Operative-Technical Agency of Georgia
	The Ministry of Internal Affairs of Georgia, together with LEPL – Operative-Technical Agency of Georgia, will provide the LEPL Employment Promotion Agency with information on those individuals who were abroad for 30-120 days from March to October 2019 or crossed the border of Georgia 60 times in 2019 (individuals seasonally working abroad). The information is provided as a service. In order to establish the criteria for crossing the border, LEPL - Employment Promotion Agency appeals to the Ministry of the Interior Affairs in connection with those personsregistered in the unified system of recipients of compensation.

	July 10, 2020 

	
	F) Memorandum between LEPL - State Employment Promotion Agency and the National Bureau of Enforcement
	LEPL Employment Promotion Agency shall provide the National Bureau of Enforcement with a list of recipients of compensation so that the National Bureau of Enforcement can identify the persons whose accounts are collected by the National Bureau of Enforcement. After receiving the lists, the Bureau will be able to temporarily recall the collections, and the citizens will be able to receive compensation.
	17.07.2020

	5.3 
	Designated person responsible for the personal data protection 
	Scope
	Document number and date

	
	The person responsible for the protection of personal data has been assigned to LEPL Employment Promotion Agency 
	[bookmark: _GoBack]The Agency appointed a person responsible for receiving personal data submitted to the Agency, including personal data on persons receiving compensation and its procession by the Agency in accordance with the law. His/her job function also includes the storage of personal data held by the Agency as per the law.
	May 1, 2020 Order No. 05-12о

	5.4 
	Personal Data Protection Policy Document (Guideline)
	Development of the guidelines in the aspect of process reliability (stability) is planned
	2021-2022





